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Executive Summary

s About EGI
 Introduction to the AARC Blueprint Architecture
¢ Community-first approach

% Authorisation models

s EGI Check-in service (IAM) and ESA _ITT openEQ platform
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Vision

All researchers have seamless access to services, resources

and expertise to collaborate and conduct world-class
research and innovation

Mission of the EGI Federation

Deliver open solutions

for advanced computing and data analytics
in research and innovation

Mission of the EGI Foundation

Enable the EGI Federation
to serve international research and innovation together
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EGI Council Participants:

@2

+5 international résearch organisations

+1 institutional representative

EGI Federation

A European flagship digital
infrastructure for data-intensive
scientific computing

EGI in numbers!

@ 31

EU funded

& 200

Data centers

A

176.5M

Cloud CPU hours

S 753 100

Users

43.2B

+29.000 28 HTC CPU hours

EGI Council
Enabled consumed

. participants
articles

Why a federation?

e Support science at international scale

e Build an hyperscale facility for research
e Invest nationally, access globally

e Bring computing to the data

EGI Services

EGI delivers advanced computing services to support scientists,
international projects, research infrastructures and businesses.

EGI services for research

Compute Storage & Data
Cloud Compute Compute Orchestration Datahub

4 N

Cloud Container Compute Workload Manager Data Transfer

High-throughput Compute Online Storage

Training
Security & Identity FHSM Traini Applications
Check-in 150 270 o Notebooks
Training ure

1the infographic shows the latest number of funded projects, members and data centers (updated in Sep
2022) and all-time data for the HTC and Cloud numbers according to the EGI accounting portal)



AARC BPA: Enabling an ecosystem of solution on C E S

top of eduGAIN
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AARC BPA: Enabling an ecosystem of solution on C E S
top of eduGAIN
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AARC Blueprint Architecture
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How the Community-first approach can help

communities to access resources

AARC AARC Blueprint Architecture ——= e
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AAl is to streamline researchers’ LeeJ
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provided by their own L’
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Authorization information

User Attributes-based authorisation

VO/Group membership and role information
GOCDB roles

- Assurance information
- Affiliation with home organisation

Capability-based authorisation

Resources a user is allowed to access
Optional list of specific actions the user is entitled to
perform
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Three Authorization

AARC
w :
l |
. . . . L ‘
1. Centralized Policy Information Point (4) 1P authenticates ' :
user and sends attributes ' : (3) Proxy redirects to
. . . user's ldP
2. Centralized Policy Management and E] \ for authentication
. : (5) Proxy queries for ; :
Decision Making acdiionsl simbutes |
Attribute —
3. Centralized Policy Management and ﬁm ........ AU'S . - - -y
d
. . (6) Attribute Authorities send '— A
Decision Making and Enforcement par - i pue— :L)m' :
(7) Proxy reacts by Fx :
a) sending User-attnbutes [ - : » ;
b) sending Capabilites : @ ; s (4) Ena service '
¢) enforcing access e :redurec(s s :
¥ : :

L et .
(1) User wants to
access end service
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Centralized Policy Information Point CE£ §

AARC

—

(4) WdP authenticates

'
)

'
user and sends attributes  # -
2 '
k)
)
'
'
L]

'

'
(5) Proxy queries for 4
addimonal attributes

(3) Proxy redirects to
user's ldP
for authentication

(6) Attnibute Authorities send : = A
]
)
'
)
'
'

additional attributes E
<NAMESPACE>: . : * 7 Capal
:group : <GROUP> [ : <SUBGROUP> (7) Proxy reacts by ke

a) sending User-attnbutes

[ : role=<ROLE>] #<GROUP-AUTHORITY> e o e

¢) enforcing access S S o

End service € - ----~--~-~-~ .
(1) User wants to
access end service
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Centralized Policy Management and Decision
Making

(4) P authenticates

]
user and sends attributes '

(3) Proxy redirects 1o
user's ldP

for authentication

-

'

'
(5) Proxy queries for 4
additonal attributes

(6) Attnibute Authorities send — - A
'
'
'
'
'
'

addonal attributes m:
beltes

(7) Proxy reacts by
a) sending User-attnbutes

<NAMESPACE>: res : <RESOURCE> [ : <CHILD-RESOURCE>] . .. b) sending Capabiliies | . @) | (2 Endsenice S5
[:act:<ACTION>[,<ACTION>]...]#<AUTHORITY> ¢) enforcing access § Bl -y :red"eas to proxy

Endaevice (€ -~ -~~~ ~~~~ ‘
(1) User wants to
access end service
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Centralized Policy Management and Decision
Making and Enforcement

(4) WP authenticates :
user and sends attributes ' (3) Proxy redirects to
user's |dP

for authentication

¥

(5) Proxy queries for 4
additonal attributes

(6) Attribute Authorit d —— A
addtonal atwibes (|| !
(7) Proxy reacts by ,,..., ; Lun
:) sengmg ch:ser-at'tnthes Y @ " - e ‘
1] ' - ]
Block. | Allow access gt the proxy b & cntorcg amvens > LW 1) iredwects 1o proxy 5
(Possibly followed by either of the other vy ! :
1

End service € - - -~~~ -~-!
(1) User wants to
access end service
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EGI Check-in service

no
~ .

< SocialID
%) ggCD

v

- OpenID Connect
* OAuth2

4 N

User Enrolment &
Group/VO Management

<™ [ COmanage Parin
Registry

Check-in
IdP/SP Proxy

Federation
Registry
Agent

—
LDAP

\
q b/b ......
* OpeniD : .. OpenlID pub/su 1
Connect - .. -.Connect .
‘ T Federation |4 ... ARGO
e ) . ‘
L Registry pub/sub

<« - »| MasterPortal |« -------- > RCauth.eu CA
“» VO Portal OpenID OpenlD
Connect Connect

Implementation of the AARC blueprint architecture

Single point of integration for Identity Providers
(IdPs) and Service Providers (SPs)

Registered in eduGAIN as an SP complying with
REFEDS Research & Scholarship and Sirtfi security
framework

All connected end-services can have one statically
configured IdP

No need to run an IdP Discovery Service on each
end-service
All connected SPs get harmonised user identifiers

and accompanying authorization attribute sets from
different IdPs that can be uniformly interpreted

AARC
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Eesa openEO platform— Authorization model

ORGANIZATIONAL
STRUCTURE

vo.openeo.cloud

Roles

]

USER’S IDENTITIES
REGISTRATION

i —©

EGI Check-in

USER’S VO
MEMBERSHIP
REQUEST

i s A

ADMIN VO
EVALUATION/ROLE
ASSIGNMENT

i~i- 1

USERS SIGN IN TO OPENEO PLATFORM SERVICE

W«
openkQ
S Platform

EGI Check-in

Example of entitlements:

urn:mace:egi.eu:group:vo.openeo.cloud:role=early_adopter#aai.egi.eu

https://openeo.cloud/
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http://egi.eu/
http://aai.egi.eu/

https://www.egi.eu/publications/ https://www.egi.eu/services/
support@egi.eu

About

Res

EGI Services

EGI delivers advanced computing services to support scientists, international projects, research

Publications

A collection of EGI's official documents infrastructures and businesses.

Highlights Advanced computing services to From advanced computing to data spaces and service hosting, EGI

changes the way how researchers and businesses innovate

accelerate research & innovation  scionce and operate in a digital world

EGI Federation EGI Federation
Strategy Service Strategy Loarn why more than 78.000 users trust EGI
2020-2024 2022-2024
EGI Annual
Report 2021
Annual Report 2021 Strategy 2020-2024 Service Strategy 2022-
2024

EGI support for
Research Infrastructures

EGI support for Research Joining the EGI Federation
Infrastructures

Services for Research Services for Business

g 8nd dats Our internsl se



https://www.egi.eu/publications/
https://www.egi.eu/services/
mailto:support@egi.eu

