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1. Introduction
There are a variety of error conditions that the CWIC server components must manage and many of these require passing information back to the client – most notably invalid or missing request parameters and communications issues on the back end. Most of these are unrecoverable and so the error condition has to be passed back to the client rather than attempting corrective action at the server end.

For implementation of the OpenSearch protocol, the recommended mechanism for handling errors is to use HTTP Status Codes.  It is, however, possible to also return supplementary, human-readable text along with the status code and this is the approach taken in the CWIC OpenSearch implementation. OpenSearch clients should be prepared to examine the HTTP status code for the response to determine if an error condition occurred or not (a status code of 200 indicates no error occurred), and to handle the error and attached error text accordingly.

The CSW protocol is somewhat limited in terms of error handling. Although responses to GetRecords include a status element, its content is restricted to a single timestamp attribute. As a result, an alternative mechanism to communicate error conditions between server and client needs to be utilized. In such circumstances, the CWIC server will throw an exception back to the client with an appropriate exception message.

In order to manage these sorts of situations while maintaining compliance with the CSW specifications and providing semantically valid responses, most error conditions will throw exceptions back to the client. This allows the CWIC components to provide descriptive text to the client to allow the client (or human operator) to understand the source of the problem and refine the request.

As a consequence of this strategy, clients can expect that CWIC will only provide a response to a CSW GetRecords or GetRecordById request when the requested search can be correctly processed by the remote partner data center search system and the result converted into a semantically correct response. This does not guarantee results – a response with 0 hits is still a successful search and will yield a valid (albeit sparse) response. But any error condition which prevents the generation of a valid response and from which recovery by the CWIC software is impossible will generate an exception.  

2. Scope
This document describes the exceptions and error codes which may be returned to the user client.  Exceptions may originate in the CWIC Mediator or in the appropriate CWIC Connector component. Exceptions from the latter will be passed to the Mediator, where the corresponding error will be sent as an exception will be sent back to the client in the case of CSW, or as an HTTP status code for an OpenSearch request. The following sections will describe which exceptions originate in the Mediator and which originate in the Connectors. 

The target audience for this document is the community of software developers who are:
a) CWIC data providers
b) Implementers of CWIC server
c) Implementers of CWIC clients
3. Document Name and Version Control
Every CWIC technical document may have multiple versions, in which modification or update has been made. If necessary, some documents will be approved to be publicly released. Every released document has a unique reference number, which follows the naming rule below:

CWIC-DOC-Last two digit of Year-Document Series No-Release No

For example: CWIC-DOC-12-001r1 means this is the first released document (i.e., r1), which is the first CWIC technical document (i.e., 001) in 2012 (i.e., 12). 
4. References
The following documents provide more background and supportive information. 
	Document Reference & Version
	Document Title / Description

	CWIC-DOC-12-006r1
	CWIC Client Partner Guide

	
	

	
	

	
	


5. CWIC General Error Handling

The CWIC Mediator manages both CSW and OpenSearch requests and each has a different mechanism for handling errors.  The Mediator may trap errors from the incoming request and respond appropriately instead of passing the request on to the appropriate Connector.  Other types of errors may arise after the request has been dispatched from the Mediator to the relevant Connector.  In this case, the Connector will throw an exception back to the Mediator, which will then examine the exception code and return the appropriate response to the originating client.  
All error text is generated from the Mediator so that it will be appropriate to the CSW or OpenSearch protocol, whichever the original request used.  The same error code may include different explanatory text, depending on whether the client is asking for CSW or OpenSearch.

6. CWIC CSW Error Handling & Messages

6.1. CSW Mediator Exception Handling

This section describes the requirements which the Mediator must validate for CSW and which will generate exceptions if violated.
6.1.1. General CSW Requirements 
· Request must be valid syntax – valid XML over HTTP POST for GetRecords, valid XML over HTTP GET for GetCapabilities, DescribeRecord and GetRecordById.
· Request must be a recognized CSW service (one of GetCapabilities, DescribeRecord, GetRecords or GetRecordById).
6.1.2. CSW GetRecords Requirements 
· Must have service=”CSW”.

· Must have version= “2.0.2” (version 2.0 not supported).

· resultType attribute is optional with default value “hits” but, if present, must have value “hits” or “results” (might add “validate” later).

· startPosition attribute is optional with default=1 but if present must be a valid positive integer.

· maxRecords attribute is optional with default = 10 but if present must be a valid positive integer (can be 0 for resultType “hits”).

· <elementSetName> element is optional with default value “summary” but if present must have value “brief”, “summary” or “full”.

· <Query> element is required.

· <Query> element must have attribute typeNames=“csw:Record” for CSW Core or typeNames=“gmd:MD_Metadata” for ISO 19115.

· <Constraint> element is required.

· <Constraint> element must have attribute version=“1.1.0” (maybe earlier version, too?).

· <Filter> element is required.

· Must specify <PropertyIsEqualTo> element with <PropertyName> value dc:subject or dc:identifier and a dataset identifier as the <Value> (always DIF EntryID for production instance).

· Must specify <BBOX> element
· If spatial coordinates are specified in a BBOX, they must be logically consistent – i.e., north bounding latitude must be greater than the south bounding latitude.  A BBOX is permitted to cross the International Date Line, so there are no consistency checks on bounding longitude.

· May specify Temporal Extent as dct:coverage.dateStart (CSW Core), TempExtent_begin (ISO) for start time, dct:coverage.dateEnd (CSW Core), TempExtent_end (ISO) for ending time.

· If temporal extent values are specified, format must be valid ISO-8601: YYYY-MM-DD (time optional, but if present, must be YYYY-MM-DDTHH:MM:SS.ssssZ or YYYY-MM-DD HH:MM:SS.sss).

· Request may specify start date, end date, neither or both. If no date is specified, no default is available and date is required by the remote server, an exception will be thrown.

· If temporal extent is included, the values must be logically consistent – i.e., start date must occur on or before the end date, and start date must not be later than the current date.
6.1.3. CSW GetRecords Limitation 
· maxRecords <= 200.
6.1.4. CSW GetRecordById Requirements 
· Must have service=“CSW”.

· Must have version=“2.0.2” (version 2.0 not supported).

· <Id> element is required.

· <Id> element must have recognized format EntryID:GranuleID.

· <elementSetName> element is optional with default value “summary” but if present must have value “brief”, “summary” or “full”.
6.2. CSW Connector Exception Handling
This section describes the requirements which the connectors must validate and which will generate exceptions if violated.

6.2.1. General CSW Requirements 
Refer 6.1.1
6.2.2. CSW GetRecords Requirements 
Refer 6.1.2
6.2.3. CSW GetRecords Limitation 
· NOAA connector: temporal extent < 2 months or 60 days

· CCMEO (formerly CCRS) connector: spatial extent < 20 degrees * 20 degrees, and temporal extent < 5 months
6.2.4. CSW GetRecordById Requirements 
Refer 6.1.4
6.3. CSW Exception Messages

This section lists the exceptions generated by CWIC and briefly describes the conditions which generate the exceptions. There are currently three broad categories:

· Request Exceptions

· Request Limitations & Data Validations

· Remote Systems & Communications Errors
6.3.1. CSW Request Exceptions
CSW request exceptions generally refer to issues related to problems with the XML request, either problems with XML (bad or missing XML) or requests which do not validate against the CSW v2.0.2 schemas (invalid or missing parameter values).  These may include
· Invalid XML Request 
Issues related to parsing the incoming CSW XML or OpenSearch to the Mediator or Connectors

· Incoming Request
Issues with common parameters to CSW GetRecords and GetRecordById or OpenSearch

· GetCapabilities Request
Issues specific to GetCapabilities requests

· DescribeRecord Request
Issues specific to DescribeRecord requests

· GetRecords Request
Issues specific to GetRecords requests

· GetRecordById Request
Issues specific to GetRecordById requests

These errors usually result from some problem in creating a valid XML request by the client.  The code which creates the XML should be checked to verify that the requests validate against the relevant CSW schema.  If they do and the error persists, the developers should file a bug report to the CWIC development team.
6.3.2. Invalid XML Request 
· REQUEST_EXCEPTION: UNABLE_TO_PARSE_REQUEST - Incoming request payload could not be parsed
6.3.3. Incoming CSW Request 
· REQUEST_EXCEPTION: MISSING_REQUEST - Request type not specified

· REQUEST_EXCEPTION: UNRECOGNIZED_REQUEST - Only GetRecords supported for HTTP POST method

· REQUEST_EXCEPTION: UNRECOGNIZED_REQUEST - Only GetCapabilities, DescribeRecord and GetRecordById supported for HTTP GET method

· REQUEST_EXCEPTION: MISSING_SERVICE - Service attribute not specified

· REQUEST_EXCEPTION: INVALID_SERVICE - Requested service value not valid (i.e., not CSW)

· REQUEST_EXCEPTION: MISSING_VERSION - CSW version not specified

· REQUEST_EXCEPTION: UNSUPPORTED_VERSION - Requested CSW version not supported (i.e., not v2.0.2)

· REQUEST_EXCEPTION: INVALID_OUTPUTSCHEMA - Requested outputSchema not valid, only http://www.opengis.net/cat/csw/2.0.2 or http://www.isotc211.org/2005/gmd supported

· REQUEST_EXCEPTION: MISSING_TYPENAMES - No typeNames attribute defined

· REQUEST_EXCEPTION: INVALID_TYPENAMES - Only typeNames csw:Record and gmd:MD_Metadata

· REQUEST_EXCEPTION: INVALID_ELEMENTSETNAME – ElementSetName must be 'brief ', 'summary' or 'full'
· REQUEST_EXCEPTION: MISSING_OUTPUTFORMAT - No outputFormat attribute defined

· REQUEST_EXCEPTION: INVALID_OUTPUTFORMAT - Only 'application/xml' is supported for outputFormat parameter

· REQUEST_EXCEPTION: INVALID_QUERYABLES - Requested Queryables parameter value not valid. Check GetCapabilities response document to get the supported Queryables
6.3.4. CSW GetCapabilities Request 
· REQUEST_EXCEPTION: INVALID_SECTIONS – Requested section parameter value not valid

· REQUEST_EXCEPTION: INVALID_ACCEPTFORMATS - Requested AcceptFormats parameter value not valid
6.3.5. CSW DescribeRecord Request 
· REQUEST_EXCEPTION: INVALID_NAMESPACE – Requested NAMESPACE parameter value not valid. Please note that the value of the NAMESPACE parameter shall be properly escaped for URL encoding

· REQUEST_EXCEPTION: INVALID_SCHEMALANGUAGE – Requested schemaLanguage parameter value not valid. Only 'XMLSCHEMA' is supported for schemaLanguage parameter
6.3.6. CSW GetRecords Request 
· REQUEST_EXCEPTION: MISSING_GETRECORDS – No {http://www.opengis.net/cat/csw/2.0.2}/GetRecords element defined in this request

· REQUEST_EXCEPTION: INVALID_RESULTTYPE – Requested resultType was not “hits” or “results”

· REQUEST_EXCEPTION: INVALID_STARTPOSITION – Requested startPosition was not a positive integer

· REQUEST_EXCEPTION: INVALID_MAXRECORDS – Requested maxRecords was not a positive integer

· REQUEST_EXCEPTION: MISSING_QUERY – <Query> not found in this request

· REQUEST_EXCEPTION: UNSUPPORTED_REQUEST – <ogc:SortBy> is not yet supported by CWIC

· REQUEST_EXCEPTION: MISSING_DATASET – No dataset dc:subject or dc:identifier defined in this request

· REQUEST_EXCEPTION: INVALID_DATASET – Unrecognized dataset

· REQUEST_EXCEPTION: INVALID_STARTDATE_VALUE – Start Date and Time not valid. Supported formats are 'yyyy-MM-dd', 'yyyy-MM-ddTHH:mm:ssZ' or 'yyyy-MM-dd HH:mm:ss'

· REQUEST_EXCEPTION: INVALID_ENDDATE_VALUE – End Date and Time not valid. Supported formats are 'yyyy-MM- dd', 'yyyy-MM-ddTHH:mm:ssZ' or 'yyyy-MM-dd HH:mm:ss'

· REQUEST_EXCEPTION: INCONSISTENT_START_END_DATE_VALUES – Start date and time must be before end date and time

· REQUEST_EXCEPTION: MISSING_BBOX – <BBOX> not found in this request and is required by data provider

· REQUEST_EXCEPTION: MISSING_CRS – Required srsName attribute was not found in <Envelope>

· REQUEST_EXCEPTION: INVALID_CRS – Only 'EPSG:4326' or 'http://www.opengis.net/def/crs/EPSG/0/4326' is supported for srsName attribute

· REQUEST_EXCEPTION: INVALID_QUERYABLE – Queryable specified in request is incorrect
6.3.7. CSW GetRecordById Request 
· REQUEST_EXCEPTION: MISSING_GETRECORDBYID – No {http://www.opengis.net/cat/csw/2.0.2}/GetRecordById element defined in this request

· REQUEST_EXCEPTION: MISSING_RECORDID – No csw:ID element specified in request

· REQUEST_EXCEPTION: MISSING_RECORDID_VALUE – No csw:ID value specified in request

· REQUEST_EXCEPTION: INVALID_RECORDID – Found unrecognized record identifier

· REQUEST_EXCEPTION: INVALID_DATASET – Found unrecognized dataset from the record identifier
6.4. Request Limitations & Data Validation
Request Limitations & Data Validation refers to incoming requests which violate CWIC conventions but which are not necessarily mandated by the CSW Core or ISO 19115 specifications.  These may include issues like
· Request Limitations
Issues related to resource or computational limitations

· Data Validation
Issues related to interpreting or processing values given in request parameters
These may arise from user input error or improper validation of user input by the client software. Some of these are inherent limitations from a particular data provider which cannot be sensibly converted into a usable value by the CWIC software.  In many cases, the user can be prompted by the client to re-enter the request with valid values.
6.4.1. Request Limitations
· REQUEST_LIMITATION: TOO_MANY_RECORDS – The request asked for more records than can be handled

· REQUEST_LIMITATION: TEMPEXTENT_TOO_BIG – The request asked for a larger temporal extent than can be handled

· REQUEST_LIMITATION: SPATIAL_TOO_BIG – The request asked for a larger spatial extent than can be handled

· REQUEST_LIMITATION: UNSUPPORTED_PARAMETER – The requested parameter was not supported

· REQUEST_LIMITATION: UNSUPPORTED_MULTIPLE_DATASET – The request asked for multiple datasets in single request

· REQUEST_LIMITATION: MISSING_TEMPORAL_RANGE – Temporal range parameters are required by the requested catalog

· REQUEST_LIMITATION: INVALID_CWIC_RECORDID_FORMAT – Found unrecognized record identifier
6.4.2. Data Validation 
· REQUEST_LIMITATION: BAD_LL_LON_VALUE – Longitude of lower left corner is not numeric 

· REQUEST_LIMITATION: INVALID_LL_LON_VALUE – Longitude of lower left corner should be between [-180.0, 180.0]

· REQUEST_LIMITATION: BAD_UR_LON_VALUE – Longitude of upper right corner is not numeric 

· REQUEST_LIMITATION: INVALID_UR_LON_VALUE – Longitude of upper right corner should be between [-180.0, 180.0] 

· REQUEST_LIMITATION: BAD_LL_LAT_VALUE – Latitude of lower left corner is not numeric 

· REQUEST_LIMITATION: INVALID_LL_LAT_VALUE – Latitude of lower left corner should be between [-90.0, 90.0] 

· REQUEST_LIMITATION: BAD UR_LAT_VALUE – Latitude of upper right corner is not numeric 

· REQUEST_LIMITATION: INVALID_UR_LAT_VALUE – Latitude of upper right corner should be between [-90.0, 90.0]

· REQUEST_LIMITATION: INCONSISTENT_LAT_VALUES – Latitude of lower left corner cannot be greater than upper right corner
6.5. Remote System & Communication Errors 
Remote System & Communication Errors cover problems related to the communications between the CWIC connectors and the remote systems which handle inventory searches provided by the data partners.  These will include various communication errors and problems with interpreting the responses that make it impossible to construct and return a valid CSW response to the client. In some cases, the right strategy is for the user to try the request again later or to contact the CWIC support staff to investigate.
· COMM_EXCEPTION: REMOTE_SEARCH_FAILED – Could not reach remote server (generally, this means the remote server is down)

· COMM_EXCEPTION: NO_RESPONSE – Failed to get response from remote server (connection to remote server timed out)

· COMM_EXCEPTION: NO_CONNECTION_INFO – No connection information is available. Contact CWIC staff.

· COMM_EXCEPTION: INVALID_CONNECTION_INFO – Connection information is not valid for opening a connection to the remote server. Contact CWIC staff.

· COMM_EXCEPTION: UNABLE_TO_PARSE_RESPONSE – Response from remote server could not be parsed (e.g., the connector received a bad or unexpected response from the remote server)

· COMM_EXCEPTION: UNRECOGNIZED_RESPONSE – Response from remote server could not be successfully converted to a valid response. 

· COMM_EXCEPTION: MISSING_REQUEST_TEMPLATE – the template used to generate a SOAP request to the USGS/LSI system could not be found. Contact the CWIC support staff.

6.6. Other Exceptions
Various other exceptions might occur, as well.  These include
· NumberFormatException – Conversion from string to numeric failed

· CONFIG_EXCEPTION: FILE_READ_ERROR – unable to read contents of file

· CONFIG_EXCEPTION: FILE_OPEN_ERROR – unable to open file for reading

· VALIDATION_ERROR – error in validating XML (not user-accessible)

· CONFIG_EXCEPTION: MISSING_REQUEST_TEMPLATE – the Velocity template for the USGS/LSI SOAP request could not be located. Contact the CWIC support staff

· CONFIG_EXCEPTION: CONFIGURATION_ERROR – connection configuration could not be read. Contact the CWIC support staff.
7. CWIC OpenSearch Error Handling & Messages

7.1. OpenSearch Mediator Exception Handling
This section describes the requirements which the Mediator must validate and which will generate exceptions if violated.

7.1.1. General Requirements 
· Request must be valid syntax – Only HTTP GET requests are supported for OpenSearch

· Request must be a recognized OpenSearch request for either an OSDD or a search.
7.1.2. OpenSearch OSDD Request Requirements

· clientId parameter is required in an OSDD request
· RESTful URL including dataset identifier (DIF Entry ID)
http://cwic.wgiss.ceos.org/opensearch/datasets/Landsat_8/osdd.xml?clientId=foo

7.1.3. OpenSearch Search Request Requirements

· datasetId parameter is required

· timeStart and timeEnd values, if included, must be in ISO8601 format YYY-MM-DD or YYYY-MM-DDTHH:mm:ssZ

· geoBox, if included, must be in W,S,E,N coordinate order
7.2. OpenSearch Connector Exception Handling
This section describes the requirements which the connectors must validate and which will generate exceptions if violated.

7.2.1. General Requirements 
Refer 7.1.1
7.2.2. OpenSearch OSDD Request Requirements

Refer 7.1.2
7.2.3. OpenSearch Search Request Requirements

Refer 7.1.3
7.3. OpenSearch Exception Messages

This section lists the exceptions generated by CWIC and briefly describes the conditions which generate the exceptions. There are currently three broad categories:

· Request Exceptions

· Request Limitations & Data Validations

· Remote Systems & Communications Errors
7.3.1. OpenSearch Request Exceptions
OpenSearch request exceptions generally refer to issues related to problems with the incoming request, generally syntax problem.  These may include
· Invalid Request
Issues related to parsing the incoming OpenSearch query string to the Mediator or Connectors

· Incoming Request
Issues with common parameters in the OpenSearch query string.
· OSDD Request
Issues specific to OpenSearch OSDD requests.
· OpenSearch Requested
Issues specific to OpenSearch search requests.
These errors usually result from some problem in creating a valid request by the client.
7.3.2. Invalid Request 
· REQUEST_EXCEPTION: UNABLE_TO_PARSE_REQUEST – Incoming request payload could not be parsed (HTTP Status Code: 400)
7.3.3. Incoming OpenSearch Request 
· REQUEST_EXCEPTION: MISSING_REQUEST – Request type not specified (HTTP Status Code: 400)
· REQUEST_EXCEPTION: UNRECOGNIZED_REQUEST – HTTP POST method not supported for OpenSearch. (HTTP Status Code: 400)
· REQUEST_EXCEPTION: UNRECOGNIZED_REQUEST – Only OSDD and search requests supported for HTTP GET method (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_QUERYABLES – Requested Queryables parameter value not valid. Check the OSDD template to get the supported Queryables (HTTP Status Code: 400)
7.3.4. OpenSearch OSDD Request

· REQUEST_EXCEPTION: UNRECOGNIZED_REQUEST – OpenSearch is only supported for HTTP GET method (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_QUERYABLES – Requested Queryables parameter value not valid. Check OSDD document to get the supported Queryables (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_STARTPOSITION – Requested startPage was not a positive integer (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_MAXRECORDS – Requested value of count was not a positive integer (HTTP Status Code: 400)
· REQUEST_EXCEPTION: MISSING_DATASET – No cwic:datasetId defined in this request (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_DATASET – Unrecognized dataset (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_STARTDATE_VALUE – timeStart not valid. Supported formats are 'yyyy-MM-dd', 'yyyy-MM-ddTHH:mm:ssZ' or 'yyyy-MM-dd HH:mm:ss' (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_ENDDATE_VALUE – timeEnd not valid. Supported formats are 'yyyy-MM-dd', 'yyyy-MM-ddTHH:mm:ssZ' or 'yyyy-MM-dd HH:mm:ss' (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INCONSISTENT_START_END_DATE_VALUES – timeStart must be before timeEnd (HTTP Status Code: 400)
· REQUEST_EXCEPTION: MISSING_BBOX – geoBox not found in this request and is required by data provider (HTTP Status Code: 400)
7.3.5. OpenSearch Search Request

· REQUEST_EXCEPTION: MISSING_RECORDID – No uid element specified in request (HTTP Status Code: 400)
· REQUEST_EXCEPTION: MISSING_RECORDID_VALUE – No uid value specified in request (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_RECORDID – Found unrecognized uid (HTTP Status Code: 400)
· REQUEST_EXCEPTION: INVALID_DATASET – Found unrecognized dataset from the uid (HTTP Status Code: 400)
7.4. Request Limitations & Data Validation
Request Limitations & Data Validation refers to incoming requests which violate CWIC conventions but which are not necessarily mandated by the OpenSearch specification or Best Practices document.  These may include issues like
· Request Limitations
Issues related to resource or computational limitations

· Data Validation
Issues related to interpreting or processing values given in request parameters
These may arise from user input error or improper validation of user input by the client software. Some of these are inherent limitations from a particular data provider which cannot be sensibly converted into a usable value by the CWIC software.  In many cases, the user can be requested to re-enter the request with valid values.
7.4.1. Request Limitations
· REQUEST_LIMITATION: TOO_MANY_RECORDS – The request asked for more records than can be handled (HTTP Status Code: 413)
· REQUEST_LIMITATION: TEMPEXTENT_TOO_BIG – The request asked for a larger temporal extent than can be handled (HTTP Status Code: 413)
· REQUEST_LIMITATION: SPATIAL_TOO_BIG – The request asked for a larger spatial extent than can be handled (HTTP Status Code: 413)
· REQUEST_LIMITATION: UNSUPPORTED_PARAMETER – The requested parameter was not supported (HTTP Status Code: 400)
· REQUEST_LIMITATION: UNSUPPORTED_MULTIPLE_DATASET – The request asked for multiple datasets in single request (HTTP Status Code: 400)
· REQUEST_LIMITATION: MISSING_TEMPORAL_RANGE – Temporal range parameters are required by the requested catalog (HTTP Status Code: 400)
· REQUEST_LIMITATION: INVALID_CWIC_RECORDID_FORMAT – Found unrecognized record identifier (HTTP Status Code: 400)
7.4.2. Data Validation 
· REQUEST_LIMITATION: BAD_LL_LON_VALUE – Longitude of lower left corner is not numeric (HTTP Status Code: 400)
· REQUEST_LIMITATION: INVALID_LL_LON_VALUE – Longitude of lower left corner should be between [-180.0, 180.0] (HTTP Status Code: 400)
· REQUEST_LIMITATION: BAD_UR_LON_VALUE – Longitude of upper right corner is not numeric (HTTP Status Code: 400)
· REQUEST_LIMITATION: INVALID_UR_LON_VALUE – Longitude of upper right corner should be between [-180.0, 180.0] (HTTP Status Code: 400)
· REQUEST_LIMITATION: BAD_LL_LAT_VALUE – Latitude of lower left corner is not numeric (HTTP Status Code: 400)
· REQUEST_LIMITATION: INVALID_LL_LAT_VALUE – Latitude of lower left corner should be between [-90.0, 90.0] (HTTP Status Code: 400)
· REQUEST_LIMITATION: BAD UR_LAT_VALUE – Latitude of upper right corner is not numeric (HTTP Status Code: 400)
· REQUEST_LIMITATION: INVALID_UR_LAT_VALUE – Latitude of upper right corner should be between [-90.0, 90.0] (HTTP Status Code: 400)
· REQUEST_LIMITATION: INCONSISTENT_LAT_VALUES – Latitude of lower left corner cannot be greater than upper right corner (HTTP Status Code: 400)
7.5. Remote System & Communication Errors 
Remote System & Communication Errors cover problems related to the communications between the CWIC connectors and the remote systems which handle inventory searches provided by the data partners.  These will include various communication errors and problems with interpreting the responses that make it impossible to construct and return a valid Atom response to the client. In some cases, the right strategy is for the user to try the request again later or to contact the CWIC support staff to investigate.
· COMM_EXCEPTION: REMOTE_SEARCH_FAILED – Could not reach remote server (generally, this means the remote server is down) (HTTP Status Code: 500)
· COMM_EXCEPTION: NO_RESPONSE – Failed to get response from remote server (connection to remote server timed out) (HTTP Status Code: 500)
· COMM_EXCEPTION: NO_CONNECTION_INFO – No connection information is available. Contact CWIC staff. (HTTP Status Code: 500)
· COMM_EXCEPTION: INVALID_CONNECTION_INFO – Connection information is not valid for opening a connection to the remote server. Contact CWIC staff. (HTTP Status Code: 500)
· COMM_EXCEPTION: UNABLE_TO_PARSE_RESPONSE – Response from remote server could not be parsed (e.g., the connector received a bad response from the remote server) (HTTP Status Code: 500)
· COMM_EXCEPTION: UNRECOGNIZED_RESPONSE – Response from remote server could not be successfully converted to a valid response. (HTTP Status Code: 500)
· COMM_EXCEPTION: MISSING_REQUEST_TEMPLATE – the template used to generate a SOAP request to the USGS/LSI system could not be found. Contact the CWIC support staff. (HTTP Status Code: 500)
7.6. Other Exceptions
Other non-CWIC exceptions might occur, as well.  These include
· NumberFormatException – Conversion from string to numeric failed (HTTP Status Code: 500)
· CONFIG_EXCEPTION: FILE_READ_ERROR – unable to read contents of file (HTTP Status Code: 500)
· CONFIG_EXCEPTION: FILE_OPEN_ERROR – unable to open file for reading (HTTP Status Code: 500)
· VALIDATION_ERROR – error in validating XML (not user-accessible) (HTTP Status Code: 500)
· CONFIG_EXCEPTION: MISSING_REQUEST_TEMPLATE – the Velocity template for the USGS/LSI SOAP request could not be located. Contact the CWIC support staff (HTTP Status Code: 500)
· CONFIG_EXCEPTION: CONFIGURATION_ERROR – connection configuration could not be read. Contact the CWIC support staff. (HTTP Status Code: 500)
8. Abbreviations and Glossary  
	Term
	Meaning

	AOE
	Academy of Optic-Electronic (AOE) of Chinese Academy of Science

	CCRS
	Canada Centre for Remote Sensing (now CCMEO)

	CCMEO
	Canada Center for Mapping and Earth Observation

	CEOS
	Committee on Earth Observation Satellites

	CLASS
	Comprehensive Large Array-data Stewardship System

	CSW
	OpenGIS Catalog Service for Web

	CWIC
	CEOS WGISS Integrated Catalog

	CWIC DEV
	CWIC development instance

	CWIC PROD
	CWIC operational instance

	CWIC TEST
	CWIC public testing instance 

	ECHO
	NASA EOS Metadata Clearinghouse

	GCMD
	Global Change Master Directory

	GHRSST
	Group for High Resolution Sea Surface Temperature 

	INPE
	Instituto Nacional de Pesquisas Espaciais (National Institute For Space Research, Brazil)

	JAXA
	Japan Aerospace Exploration Agency

	NASA
	National Aeronautics and Space Administration

	NOAA
	National Oceanic and Atmospheric Administration

	NODC
	National Oceanographic Data Center

	OGC
	Open Geospatial Consortium

	USGS
	U.S. Geological Survey

	WGISS
	Working Group on Information Systems and Services
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